Synovus Fraud Alerts - Debit
FREQUENTLY ASKED QUESTIONS

About Synovus Fraud Alerts

Q. What areSynovusFraud Alerts?

A.Theseare alerts sent toVisa and customers when questionable activityis noticed on the account. For example, if
transactions suddenly happen in cities outside your normal footprint, or outside the U.S.; or are for larger than normal
amounts.

Q. What type oftransactions could be viewed as suspicious and trigger an alert?

A. We constantly monitor cardtransactions, using a variety of fraud detection strategies. Some factors that could
trigger afraud alertinclude large dollar transactions; a large number of transactions ina short period of time; and
international transactions. Again, if you plan to travel outside your normal area or outside the U.S., please call us at 1-
888-SYNOVUS (1-888-796-6887) to let us know where you will be traveling and the dates of your travel.

Q. What cards areincluded in Synovus Fraud Alerts?
A. All Visa® debit cards issued by Synovus Bankare automatically included.
e Synovus Visa® Debit Card
e Synovus Visa® Platinum Debit Card
e Visa®Business Debit Card
e Synovus Visa®Health Savings Account (HSA) Card
e Synovus Visa® Home Equity Line of Credit (HELOC)Card

Q. Isthere a fee or cost for Synovus Fraud Alerts?

A. No. There is no fee to be enrolled to receive Synovus Fraud Alerts, and text alerts do not count against your
message or data plan with a participating carrier. Participating carriers include AT&T, Metro PCS, Sprint, T-Mobile, and
Verizon Wireless.

Receiving Synovus Fraud Alerts

Q. Howwill Synovus Fraud Alerts be sent?

A. You will receive an email, text and/or telephone message based onthe contact information we have on file for
your account. We'll send an email first, immediately followed by a text (within 1-5 minutes). Again, how we contact
you will depend on whether, and what type, of contact information we have on file for you.

Note: Text alerts will only be sent to mobile phones that have a service plan with either AT&T, Metro PCS, Sprint, T-
Mobile®, or Verizon Wireless.

Q. Whatkind or mobile phonedo | have to have to receive text alerts?

A. You can receive text alerts on any type of mobile phone that has a service plan with either AT&T, Metro PCS,
Sprint, T-Mobile®, or Verizon Wireless.

Q. Whatcellularphone company do | need to have to participate in text alerts?

A. You must have service with one of the following to be eligible to receive a fraud alert by text: AT&T, Metro PCS,
Sprint, T-Mobile®, Verizon Wireless.
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Q. Whatifl don’t have a service plan with a participating mobile carrier?
A. Textalerts are only available to cardholders with mobile/cellular service with either AT&T, Metro PCS, Sprint,

T-Mobile®, Verizon Wireless. If you don’t have service with one of these companies, we can only send your alerts by
email and initiate a call to the phone we have on file for your account.

Q. What if I don't have text messaging service?

A. You will still receive alerts toyour email, land line and/or the mobile phone on we have one file. To ensure timely
notifications, please make sure we have the correct contact information on file for your account. To update or verify
your contact information, eitherlog in to My Synovus for personal cards, or Business Banking or Synovus Gateway for
business and check your profile, talk to a Personal Banker at your local Synovus office, or call Customer Care at 1-888-
SYNOVUS (1-888-796-6887).

Q. What if I don't have a land line phone?

A.You can receive alerts by text, email, or mobile phone. To ensure timely notifications, please make sure we have
the correct contact information on file for you. To update or verify your contact information, either log in to My
Synovus for personal cards, or Business Banking or Synovus Gateway for business and check your profile, speakwith a
Personal Banker at your local Synovus office, or call Customer Care at 1-888-SYNOVUS (1-888-796-6887).

Q. If 1 don’t have mobile service with a participating mobile carrier, can | receive text alerts anyway if | pay a fee?

A. No, we can’t sendtext alerts toyour mobile phone if you don’t have service with AT&T, Metro PCS, Sprint, T-

Mobile®, or Verizon Wireless. We’ll send your alerts by email and/or by the land line phone we have on file for
your account.

Q. Will I receive alerts 24 hours a day?

A. We'll send email alerts 24/7; however, we’re only allowed to send text alerts betweenthe hours of 7:00 AM and
11:00 PM, and phone (call) alerts between 8:00 AM and 9:00 PM, based on the time zone associated with your area
code. Text and phone alerts triggered outside of the allowed contact hours will be held and sent at, or after, 7:00
AM (text alerts) or 8:00 AM (phone alerts)in your time zone.

Q. Why did I receive a text or phone message between11:01 PM and 6:59 AM?

A. The time used to trigger text and phone alerts is based on the time zone associated with your area code. For
example, if your mobile phone number area code location is in the Central Time Zone, but you live in the Eastern Time
Zone, alerts timing will be based on Central Time. We are only allowed to sendtext alerts between 7:00 AM and 11:00
PM, and phone alerts between 8:00 AM and 9:00 PM, based on the time zone associated with your area code.

Q. There was a questionable transaction on my phone overnight, why didn’t | receive a text alert or phone call?

A. We are only permitted tosend text alerts between 7:00 AM and 11:00 PM, and phone (call) alerts between 8:00 AM
and 9:00 PM, based on the time zone associated with your phone number area code. Ifanalert occurs outside of those
times, we are required to hold the alert until after 7:00 AM (text alerts) or 8:00 AM (phone alerts) before sending the
text or making the phone call. If we have your email address on file, we canand will send email messages 24/7.

3-25-21



Synovus Fraud Alerts - Debit
FREQUENTLY ASKED QUESTIONS

Q. My card was used without my permission, butl didn’tgetan alert? Why wasn’t a Fraud Alert triggered?
A. For a fraud alert to be triggered or sent:

e The transaction must fall outside of your standard card usage patterns; if your card was usedfor a
common transaction or one that looks like others you perform; it would not appear to be questionable
activity.

e We must have the correct contact information on file for you. To update or verify your contact information,
either log in to My Synovus for personal cards, or Business Banking or Synovus Gateway for business and
check your profile, speak with a banker at your local Synovus office, or call Customer Care at 1-888-SYNOVUS
(1-888-796-6887).

o Toreceive text alerts, youmust have service with a participating wireless service Participating Wireless
Carriers include AT&T, Metro PCS, Sprint, T-Mobile®, or Verizon Wireless. However, if you can’t receive text
alerts, we will still attempt to send your alerts by email and/orphone (landline).

Q. Why was my card blocked when | didn’t receive an alert?

A. We can only send alerts if we have current contact information on file for you. If your contact information is
incorrect or unavailable, we have no means of contacting you. In addition, we’re only allowed to send you alerts by text
and phone between 7:00 AM (text)/8:00 AM (phone call) and 9:00 PM, based on the time zone associated with your
area code. When a questionable transactionis triggered outside these hours, we are required to hold your text or
phone call until after 7:00 AM (text alerts) or 8:00 AM (phone alerts). Email alerts are sent 24/7 (if we have a valid email
address on file for your account) that will include a direct phone number to a Fraud Specialist. For your security, if we
can’t reachyou for any reason, we’ll put a block on your card to prevent it from being used until we can speak with you
to verify the transaction(s) in question.

Q. Can| gettext message Fraud Alerts if ’'m traveling outside of the U.S.?
A. Fraud alerts canonly be guaranteed by the referenced carriers in the United States. The carrier may choose to

continue fraud alerts internationally, or you may sign up for special services while traveling internationally, but
the fraud alerts cannot be guaranteed. The fraud alert maybe sent, but you may not receive it.

If you are traveling outside the U.S., we recommend that you call us at 1-888-SYNOVUS (1-888-796-6887) before you
leave to let us know the dates you’ll be traveling and the countries you’re planning to visit. This will help us recognize
international charges as being legitimate and prevent your card from being blocked while you are traveling.

Q. Whatif a suspicioustransactionturnsoutto be fraud?

A. We will work with you to dispute any transaction you did not authorize and reissue your card with a new card
number and expiration date.
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Opting Out
Q. Howcan I stop receiving Synovus Fraud Alerts?

A. You can choose to opt out of any, or all, Synovus Fraud Alerts at any time.
e Toopt out of text fraud alerts, reply “STOP” to any fraud alert text you receive from us.
e To opt out of email fraud alerts, you can choose “Click here to be removed from Synovus Fraud Alert

notifications.” from within any Synovus Debit Card Fraud Alert email message.

e Youcan alsocall Synovus Customer Care at 1-888-SYNOVUS (1-888-796-6887) to opt out.
Please note: Opting out from receiving notifications will not prevent us from monitoring your account for fraud. We
will continue to monitor your account and if we see suspicious activity, and we may block your card to protect
account from incurring fraudulent charges. If this occurs and you have opted out from receiving notifications, we
will not be allowed to contact you. You'll have to contact Synovus find out why the card is blocked and allow us to
determine if the transactions in question were performed by you. Atthattime, we would either close and re-issue a
new card if the transactions were actual fraud or remove the block if you confirm that they were yours.

Q. Ifihaveopted out ofSynovus Fraud Alerts, can | change my mind and optbackin?
A. Yes,you canalso call Synovus Customer Care at 1-888-SYNOVUS (1-888-796-6887) to opt back in.

How to Respond
Q. WhatshouldIdoifl geta fraud alert about my account?
A. Pleaserespond to the message right awaytolet us know whether you are aware of the transaction. Ifyou did
make or authorize the transaction, we want to make sure you cancontinue to use your card. If you did not make or

authorize the transaction, we will take appropriate actionto block your cardto prevent fraudulent use of your account.
If we don’t hearfromyou, we’llassume the transaction may be fraudulent, and puta block on the card.

Q. Whatifl getan alert about atransaction that | am making or that | have authorized?

A. Please respond right awayto let us know that you are aware of the transaction, andit has been authorized by you.
Once we hear from you, we will respond within a few minutes and restore your card access. This process cantake
several minutes, but it normally only takes less than 5 minutes for us to take the block off your card. If we don’t hear
from you, we will assume that the transaction may be fraudulent and block the card until we get a response from you.

Q. Whathappensifl don’trespondto an alert?

A. If we don’t hear from you, we will assume that the transaction may be fraud and will block the card. When this
happens, you will not be able to use your cardfor future transactions. Youcancall us at 1-888- SYNOVUS (1-888-796-
6887) for assistance with getting card accessrestored or ordering a new card if we determine the transactions in
guestion were fraudulent.

Q. 1did notcall you when I gotan alert and | can’t use my card anymore. What should | do?

A. Call us at 1-888-SYNOVUS (1-888-796-6887) for assistance getting cardaccessrestored or ordering a new cardif the
transactions in questions were fraudulent.
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General Information

Q. Whatis the difference between Synovus Fraud Alerts and Synovus Card Alerts?

A. Synovus Fraud Alertsare sent automatically, no enrollment is needed. These messages are sent when questionable
activity is detected on your account. Synovus Card Alerts are optional alerts you can enroll toreceive and help you
monitor account activity by letting you know when your card is usedfor certain types of transactions. You choose the
alerts you want to receive and how you want to receive them. For example, you can get a Card Alert every time your
card is used for online or phone transactions, or when a merchant purchase transaction occurs that is for more thanan
amount you have chosen (such as purchases exceeding $100). For more information about Synovus Card Alerts, or to
enroll, visit www.synovus.com/cardalerts or download the Synovus Card Alerts app from the App Store or Google Play.

Q. Canl participatein both SynovusFraud Alerts and Synovus Card Alerts?

A. Yes, you are automatically enrolled in Synovus Fraud Alerts and have the option to enroll in Synovus Card Alerts.
For more information about Synovus Card Alerts, or to enroll, visit www.synovus.com/cardalerts or download the
Synovus Card Alerts app from the App Store or Google Play.

Q. Whywould I need both Synovus Fraud Alertsand Synovus Card Alerts?

A. The two programs offer different advantages. Afraud alertis sent when activityis detected thatis questionable.
Your card is blocked until we hear from you to prevent further unauthorized use. However, sometimes fraudulent
transaction maylook normal. For example, if your card or card information was obtained by someone else, the card
could be used atlocal businesses for purchases that appear normal and that would not seem suspicious. Synovus Card
Alerts can help you keep track of transactions that may appear normal but were not authorized by you. The alerts you
set up are based on how you use your card, if you see analert come throughthat isn’t yours, you cancall us right away
to assist you with checking the transactionand if needed, blocking your card and reissuing a new one.

Troubleshooting
Q. Howcanl add orupdate contactinformation?

A. To update or verify your contact information, either log in to My Synovus for personal cards, or Business Banking or
Synovus Gateway for business and check your profile, speak with a Personal Banker at your local Synovus office, or call
Customer Care at 1-888-SYNOVUS (1-888-796-6887).

Q. Howcanl checkto seeif you have my correct contact information?

A. You can verify your contact information by either logging in to My Synovus for personal cards, or Business Banking
or Synovus Gateway for business to check your profile, speaking with a Personal Banker at your local Synovus office,

or calling Customer Care at 1-888-SYNOVUS (1-888-796-6887).

Q. canyousend Fraud Alerts to me at more than one phone number or email address?

A. You can receive fraud alerts at all of the email addresses we have on file for your account, one SMS/mobile phone
number (text and voice); and one home/land line phone number. The same information can be used for more than one
card, but if another cardholder opts out, any other cardholders using that same contact information, the other cards will
alsobe opted out from receiving fraud alerts. For example, if you and your spouse share an email address and one of
you opts out, you are both opted out from receiving email alerts.

However, please note that although text messages and phone (voice) messages are both tied to the same mobile phone
number, you canopt out separately. You can still get text alerts if you opt out of mobile phone (voice) alerts; and you
can still receive mobile phone voice alerts if you opt out of text message alerts.
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Q. Will you ever ask for me to reply by sending personal financialinformation?

A. No, we will never askyou to provide your account number, date of birth, Social Security number or other personal
information to us. Ifyou receive a text message asking for your account numbers or other personalinformation, do not
respond. Instead, contact usimmediately at 1-888-SYNOVUS (1-888-796-6887).

Q. WhatdoIdoif my phoneis lostorstolen?

A. Contact us right awayat 1-888-SYNOVUS (1-888-796-6887), and we will remove your phone number from the
service until you get a new one. Once your phone is successfully recovered, or you get a new phone or phone number,
call us back sowe can resume the fraud alerts service for you.
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