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Today’s Webinar:  Housekeeping Items

• Today’s webinar is being recorded.

• Attendees will be in listen mode with microphones automatically 

muted upon entry.

• For optimized viewing, we suggest that you change the screen view 

by hovering over the top right of speaker panels and choose Side by 

Side View.

• Questions are encouraged. Please enter them into the Chat 

feature.



• Welcome 

• About Synovus, Carr Riggs & Ingram and Sylint

• Introductions

• Presentation

• Q&A

• Closing Remarks

How to prepare for the next cyber security threat. 
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Key Questions:

• Checklist for what to do if we are impacted by a cyber incident

• Help with identifying Cyber Security & Investigative Service 

providers

• Examples of recent cyber exposure events

• Best practices for employee training and awareness

• Recommended internal controls and processes

• The important questions for your IT providers to ensure security



• 2.11 million:

The number of phishing domains detected by Google in 2020. 

• 98%:

The estimated number of cyber attacks that rely on social engineering.

• 11 seconds:

Ransomware attacks on businesses will be happening every 11 seconds in 2021.

• 48%

The Dark Web accounts for around 48% of the internet.

AtlasVPN; Google Transparency Report Purplesec; CyberSecurity Ventures



Agenda

1
Understanding the Dark Web & 

“Digital Underground”

2 Legal Considerations

3 How to NOT become a victim



Current Global Trends of Cybercrime 
during the COVID-19 Pandemic

January 2021



The Digital Underground

• Online sites, marketplaces, communities, 

and private forums where hackers, 

fraudsters, and cybercriminals operate and 

interact. 

• P2P messaging apps.

• Malware networks and infrastructure. 

• Includes the “DarkNet” or “DeepWeb” -

anonymous and largely inaccessible.





Example: Phishing Campaigns



Example: Smishing Campaigns 



Example: Supplies Scams



Example: BEC Campaigns



There will be a Prolific Rise of Ransomware Attacks in 2021

• 65-70% of ransomware is 

delivered via phishing malware.

• 90% of IT pros had a client 

suffer a ransomware attack 

during the past year.

• An attack will occur every 11 

seconds in 2021.

• The average cost of a 

ransomware attack will be 

$123,000.

• Ransomware will cost over 

$20Billion in 2021.





• Threat Actors & Fraudsters collect and share data better than we 

do

• Security through Obscurity is a misnomer

• Anything is available for purchase or trade

• Preparedness is critical to defense

Dark Web Considerations & Take-aways





Targets & Monetization

• Credit Card  & Tax Return 

Fraud

• Ransomware

• Wire Transfer & Bank 

Fraud

• Information



How does this all 
work?

• Hack into a merchant

• Install malicious 

software (malware)

• Collect credit card data

• Sell stolen credit cards 

(~$5/card)



Snowblower, anyone?

Big Box Store Favorite Auction Site



Cashing In

Collect Settle with Buyer (+$414)

Pay Mule
Pay the “reshipper” fee (-
$50)

Get
Buy the product using stolen 
card ($0)

Find Find a buyer 

Advertise Advertise a “good deal” on eBay 

Buy Buy stolen credit card (-$5)



Why Should You Care?

• Franchisors/Owners focused on damages and funds

• Lost business

• Reputational damage (unflattering Sony emails 

disclosed).

• Loss of right to accept credit cards!

• FTC enforcement action –Wyndham decision.

• “unfair”

• Privacy policy

• M&A risk



Where Does Threat of Liability Come From?

• Individual Victims, including Class actions

• FTC

• SEC

• Banks and Their Regulators

• State Regulators

• Investors

• Contract Parties/Card Processors



Officer/Director/Manager Liability

• Officers/Directors have fiduciary duty to monitor cybersecurity risks.

• Directors can face personal liability by failing to report issues, or consciously failing to 

monitor systems and controls.

• Risks often arise not in company’s systems, but in vendor systems.  Board should make sure 

entire ecosystem is reviewed.

• Directors should (i) regularly review cybersecurity protocols; (ii) review  assessments of 

cybersecurity program; (iii) get regular reports from senior management; (iv) ensure the 

conducting of annual tests; (v) review insurance coverage; (vi) keep minutes on these issues.

• SEC is getting more active with review of cybersecurity disclosures, at least with regard to 

public companies.



Data Types and Related Liability 

• Electronic personally identifiable information is subject to:

• A patchwork of federal and state legislation 

• Layers of liability based on the type of data 

• Payment card information

• Consumer personally identifiable information

• Individual health information (HIPAA)

• Other non-public personal information

• State notification requirements are based on residency – challenging for 

your industry.

• PCI focuses on credit cards – other payment transactions, such as ACH & 

debit, have additional regulatory overlay.



What is Personally Identifiable Information?
• Name

• Address

• Telephone number

• Email address

• Credit card information

• Bank account information

• Government issues identification number (social security number) 

• Credit history

• Similar information that is not publicly available

Note: requirements may change per each state’s definition



How is Breach Discovered?

• Notice from franchisor/manager/vendor

• Notice from bank

• Notice from guest

• Notice from Secret Service

• Common Point of Purchase Analysis

• IT red flags/alarms

• Suspicion and investigation



Preparation is Key



Security Incident Response Plan (IRP)

• IRP first steps include:

• Call your lawyer
• Contact insurance carrier, including addressing action plan
• Incident Response Team. At least call legal to establish 

privilege.
• Contact the FBI or other law enforcement, state agencies, 

affected persons
• Contact bank/processor/card brands

• Initiate internal investigation into: Source of breach may be 
with vendor/manager/franchisor

• Preserve evidence

• PR considerations



Vendor Management

• Due diligence/security questionnaire or proscribed minimum security requirements for all 

vendors.

• Confirmation of on-going PCI/Security compliance.

• Annual questionnaire

• Onsite audits

• Subcontractors must be subject to security compliance obligations.

• Contractual allocation of risk.

• Franchise Agreements

• Management Agreements



Key Takeaways

• Have an Incident Response Plan in place

• Don’t retain data – Subject to litigation preservation

• Provide suitable tools

• Conduct a Risk Assessment

• Train your team 

• Don’t trust emails

• Make & Test Backups 

• Know where your data is



Tools & Terminology

• Mail Filter (e.g., ProofPoint, Mimecast, BlueCoat)

• Endpoint Detection & Response (e.g., CarbonBlack, Microsoft 

ATP, Sophos)

• Next Generation Firewalls (e.g., PaloAlto, CheckPoint, Meraki)

• Vulnerability Scanning (e.g., Tenable, Rapid7)

• Centralized Logging (e.g., Sentinel, Splunk)

• Multifactor Authentication (e.g., Duo, Okta, Authenticator)



What resources are available to help

Take advantage of the resources and information that is available

• FBI Internet Crime Complaint Center (IC3)

• https://www.ic3.gov/default.aspx

• Federal Trade Commission

• https://www.ftc.gov/system/files/documents/plain-language/pdf0205-
startwithsecurity.pdf

• U.S. Small Business Administration (SBA)

• https://www.sba.gov/managing-business/cybersecurity

• U.S. Department of Homeland Security – U.S. Computer Emergency Readiness 
Team (US-CERT)

• https://www.us-cert.gov/ccubedvp/smb

• Synovus

• Cyber Security Webinar Series - https://www.synovus.com/business-webinar-
series/

• Safety and Security - https://www.synovus.com/contact-us/safety-and-
security/

• Personal Resource Center - https://www.synovus.com/personal/resource-
center/#security

Synovus Bank, Member FDIC

https://www.ftc.gov/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf
https://www.synovus.com/business-webinar-series/


Q&A

Larry Kunin

Partner, Morris Manning and Martin LLP

lhk@mmmlaw.com

Serge Jorgensen

CTO, Sylint Group

sjorgensen@sylint.com

Byron Shinn

Partner, Carr Riggs & Ingram

bshinn@cricpa.com

Robert Villanueva

Q6 Cyber

rv@q6cyber.com

mailto:lhk@mmmlaw.com
mailto:sjorgensen@sylint.com
mailto:bshinn@cricpa.com


Thank you for attending

A brief survey will sent to you from Events@Synovus.com.  

Thank you in advance for your time and feedback.

mailto:Events@Synovus.com
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Symposium Host

Market Executive SW FLA, 

Synovus

Kevin Gillen

Kevin has over 40 years’ experience in the banking industry.  He is Market Executive for Synovus Bank in the Florida 
Division comprised of 72 full service commercial branches.  Kevin supports the commercial, business banking and retail 
sales, marketing and business development strategy and new hire on boarding for the commercial and business bankers in 
Florida.

He was previously Director of Supply Chain Strategy for Private Eyes Inc. and 4506 Transcripts; two companies, same 
ownership.  Private Eyes is a Global Employment Background & Drug Screening Company.  4506 Transcripts.com is a large 
IRS bulk approved vendor for tax transcripts integrated with Fannie Mae, Ellie Mae.

Kevin was Executive Vice President, Retail Lending Director for TD Bank which included a $36Bn residential mortgage and 
home equity portfolio.  He was responsible for product development, pricing, secondary market sales, risk, US sales.

Prior to this role, Kevin was, EVP- Head of Retail Strategy and Solutions for TD Bank.  He was responsible for US Retail 
Sales, Operations, Distribution, Risk, ATM and the Contact Centers.  Total operating budget was $1.6Bn with 14,000 
employees.

Previously, Kevin was the Regional President for TD Bank's Florida market; overseeing retail, consumer, commercial & 
middle market lending, government banking, and cash management. His former roles include Market President for Metro 
D.C., New York, New Jersey and Pennsylvania.

Prior to joining TD Bank, he was a member of Summit Bank’s senior leadership team for 19 years and was the Regional 
President for the bank’s New Jersey business.

He was appointed by former Florida Governor Scott to the Enterprise Florida Board. He was on the board for The Broward 
Workshop and the Florida Bankers Association. 

He was a member of SHRM and the Sarasota / Manatee SHRA Chapter; College Relations Chair, board member for Family 
Success Institute and a pre-IPO mortgage service firm. He is Chair for Jesus Father of the Poor Clinic – Haiti.  He is an 
advisory board member for the business and accountancy school at State College of Florida.  

He served in numerous New Jersey, Virginia and Washington DC based community organizations as board and chair roles. 

Kevin graduated Lycoming College - BA in Business Administration, Sociology & Anthropology.



Symposium Moderator

Treasury & Payment Solutions

Synovus

Mary Harrington

Mary is a Senior Technical Consultant with the Treasury & Payment Solutions team at 

Synovus Bank. She has over 30 years of Banking, Payments Technology and Treasury 

Management experience including Sales Management, Product Development, Training, and 

Payables/Receivables solution consulting. Her passion is helping clients by sharing insights 

on the latest fraud trends and best practices in mitigation strategies. She works closely 

with the Synovus Fraud and Financial Crimes Unit teams to stay abreast of the critical 

issues impacting both the Bank and our clients. She has been a frequent Cybersecurity 

speaker in Florida for events including the Florida Government Finance Officers Association 

(FGFOA), Florida Bar Association and Association for Financial Professionals (AFP).

Mary has a B.S. in Finance from Miami University and is a Certified Treasury Professional.



Founding Partner and Chief 

Technology Officer, Sylint Group

Serge Jorgensen

Serge Jorgensen is a founding partner and Chief Technology Officer in the Sylint Group, and 

provides technical development and guidance in the areas of Computer Security, Counter 

CyberWarfare, System Design and Incident Response. Mr. Jorgensen is a patented inventor 

in engineering and security-related fields, has held various security clearances and works 

closely with the FBI, DHS and others in tasking, analyzing and managing Information 

Security needs to safeguard critical infrastructure, manufacturing and other operations.

Sylint

Sylint provides leading edge expert services in Cyber Security, Digital Data Forensics, and 

eDiscovery. Formed in 1998, our firm has developed a national reputation as a leader in its 

field, and works internationally with Fortune 50 organizations to small firms and 

municipalities. Sylint is one of the few Payment Card Forensic Investigation and NSA-

accredited Incident Response companies, with experience from National Intelligence 

Agencies, Department of Defense, law enforcement, and corporate entities used to provide 

comprehensive cyber security and investigative services. Services include detection and 

remediation of corporate espionage, fraud identification, cyber security posture review, and 

regulatory compliance.



Partner & Chair, Data Protection 
& Breach Practice
Partner, Technology Dispute,

Morris, Manning & Martin LLP

Larry Kunin

Larry Kunin is a partner in the firm’s Litigation practice and serves as Chair of the firm's 

Technology and Intellectual Property Practice. Mr. Kunin concentrates in commercial, technology 

and intellectual property litigation and consultation, including issues related to software 

performance, technology implementation, trade secrets, trademarks and copyrights, data security 

and breach issues, as well as general commercial and business disputes, including business torts. 

He is also available to serve as a special master or mediator in disputes involving business law 

issues or technology. 

During his career, Mr. Kunin has litigated disputes in state and federal courts throughout the 

country. Mr. Kunin’s clients have ranged from large publicly traded technology companies, 

including Microsoft and McKesson Corporation, to startup companies and individuals. Using his 

background in the computer field, Mr. Kunin is able to understand and investigate complex 

technology issues and present such issues to a court, arbitration panel or other dispute resolution 

forum. 

Prior to joining Morris, Manning & Martin in March 2000, Mr. Kunin practiced corporate litigation 

in Miami, Florida and is a member of the Georgia and Florida Bars. Mr. Kunin gained computer 

and technology experience while employed as a computer programmer and analyst for The Miami 

Herald from 1986-92. 



EVP and Cyber Threat Intelligence 

Lead,

Q6 Cyber 

Robert Villaneuva

Robert Villanueva currently leads the Cyber Threat Intelligence Division of Q6 Cyber.  Mr. Villanueva joined Q6 

Cyber after 25 years of dedicated service in the United States Secret Service, where he specialized in 

transnational cybercrimes, access device fraud, network intrusions, and identity theft data breaches affecting 

the private sector. During his tenure, Mr. Villanueva was assigned to various offices, including Miami, Europe, 

Latin America, and Washington D.C., and served in both investigative and undercover capacities around the 

world. Mr. Villanueva founded the U.S. Secret Service’s Cyber Intelligence Section, which coordinates global 

cyber operations. Mr. Villanueva also headed the U.S. Secret Service’s Miami Electronic Crimes Task Force, 

which counts 800+ members from the private sector, academia and local/federal law enforcement.

Mr. Villanueva has conducted extensive research on computer botnets and malware development attributed to 

foreign actors. He has led numerous projects for the U.S. Secret Service in partnership with Stanford University, 

Carnegie Mellon University, and various private sector companies.

Mr. Villanueva presently serves as an advisor to the Board of Directors of various organizations and 

universities, including Florida International University, The Florida International Security Association, The 

Florida International Banker’s Association and The International Association of Financial Crimes Investigators.



CPA and Engagement Partner, 

Carr Riggs & Ingram, CPA, LLC

Byron Shinn

Experience

Mr. Shinn is a partner in the Bradenton/Sarasota Region with over 38 years of public accounting

experience. Byron leads and provides professional and responsive services in the areas of auditing,

internal audits accounting, taxation and business consulting. Byron started Shinn & Co. in 1993 and

merged into CRI in 2018. Prior to starting Shinn & Co, Byron worked for both local CPA firms as well as

Arthur Andersen. Byron is very active with the Florida Board of Accountancy, having held positions as a

member of the Probable Cause Panel (15 years) and Chair of the Board. Byron is on the Board of Trustees

for the University of South Florida and a board member of the Sarasota Economic Development Council.

Prior involvement has included past Chairman of the Florida Board of Accountancy, President of the

Manatee Chamber, Past President of Kiwanis Club of Bradenton, Past Board Member of United Way of

Manatee County, just to name a few.

Education, Licenses & Certifications

• B.A. University of South Florida, June 1979, Major in Accounting

• A.A. Manatee Junior College, June 1977

• CPA, State of Florida

Professional Affiliations and Organizations

* American Institute of Certified Public Accountants (AICPA)

* AICPA – Tax Practice & Procedures Committee

* Florida Institute of Certified Public Accountants (FICPA)

* Institute of Internal Auditors member

* Bradenton Blue Foundation, Board member

* EDC Sarasota, Board member

* EDC Bradenton Area EDC

* Florida Maritime Museum, Treasurer

* University of South Florida, Trustee

* Appointed to Florida Cybersecurity Task Force


